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C KaXIpIM ToJIOM MOJIOZCKM B MHTEPHETE CTAHOBUTCS OOJbIIE, a HIKOJHHUKH OJHHU U3
caMbIX AaKTHBHBIX IIOJb30Barenell PyHera. Mexny TeMm, HOMHUMO OIpPOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUThCS B CETH.

KoMnbroTepHbie BUPYChI

KomnbroTepHblil BUpPYC - 3TO pa3HOBUIHOCTb KOMITBIOTEPHBIX MPOrPaMM, OTINYUTEIbHOM
0COOEHHOCTBIO KOTOPOil SIBIISIETCSI CIIOCOOHOCTH K pa3MHOXEHHIO0. B 1omonmHeHne K 3Tomy,
BUPYCBI MOT'YT ITOBPEAUTH WX MOJTHOCTbIO YHUUYTOXKUTB BCe (DaiIbl U JaHHBIE, TIOJAKOHTPOJIbHBIE
MI0JIb30BATENI0, OT UMEHH KOTOPOTO ObLIa 3aITylieHa 3apaKeHHas IPOrpaMMa, a TaKkKe MOBPEIUTh
WIN J1aXe YHUYTOXXUTh ONEPALMOHHYIO0 CUCTEMY CO BceMH (ailiamu B 11esioM. B GosibinHCTBE
CIIy4aeB paclpOCTPAHAIOTCS BUPYCHI U€pPe3 HHTEPHET.

MeToab! 3aIUThl OT BPEJOHOCHBIX POrPaMM:

1. Wcnonb3yii cOBpeMEHHBIE OIEPalMOHHBIC CHCTEMBI, MMEIOUINE CEPbE3HBbI ypOBEHb
3alIUThl OT BPEIOHOCHBIX IPOTPaMM;

2. TlocrostHHO ycTaHaBnuBail maytH (IUQPPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCS C LI€JIbI0 1OPAOOTKH MTPOrpaMMBbl) U IpyTrre OOHOBIIEHUS CBOEH ONepallnOHHOM
cuctembl. CkaumBail UX TOJBKO ¢ odunmanmpHOro caiira paspadborunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMITbIOTEpE MO/ IpaBaMU MOJIb30BaTENs, @ HE aIMUHUACTPATOpa. ITO
HE TI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX TPOrPaMM MHCTATUPOBAThCS Ha TBOEM ITEPCOHATEHOM
KOMITBIOTEPE;

4. cnonp3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOIYKTHI M3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pu3HYeCKUid JOCTYI K KOMITBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Ucnonb3yli BHELIHUE HOCHUTENIM MHQOpPMAIMM, TaKhe Kak (uemnika, AMCK win (aitn u3
UHTEpHETA, TOJIbKO U3 MPOBEPEHHBIX HCTOUHUKOB,;

7. He oTkpbIBail KOMIBbIOTEPHBIE (Pailibl, MOJIyYEHHbIE U3 HEHA/IEKHBIX UICTOYHHUKOB. [laxe
Te (paiiibl, KOTOpBIE PUCIIAN TBOM 3HaKOMBIN. Jlydile yToOUHM y HEro, OTIpaBIIsi JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - 3T0 He Buj niepeaayn JaHHBIX, HE TEXHOJIOTHsI, @ BCEro JIMIb OpeHn, Mapka. Ere B
1991 romy nHuaepnaHjackas kommaHusi 3apeructpupoBana Openn "WECA", duro o6o3Havaio
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecrpoBoHas TOYHOCTD .

Jlo Hamiero BpeMeHHW Jomuia japyras aOOpeBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBOil TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecraTHBI MHTEPHET-AOCTYN B Kade, OTeNIX M a’pornoprax SBISIETCS OTIUYHOM
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE 3KCIIEpThl CYUTAIOT, 4TO 001enocTymHbIe Wi-Fi
CEeTHU He SBISIOTCS 0€30MaCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IEI0CTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuHyt0 nH(MopMaiuio yepes oduienoctynusie Wi-Fi cetu. Paboras
B HUX, JKEJIATEIILHO HE BBOJIUTH MAPOJIH JOCTYIA, JIOTHHBI U KaKHe-TO HOMepa;
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2. Wcnonb3yih 1 OOHOBJIANM aHTHBHPYCHBIE NPOTpaMMbl U OpaHaMayep. Tem camMbIM T
obe3omacuiib ce0st OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu wucnonwp3oBanuu Wi-Fi oTtkmoun Qynkuuio "OOumii goctyn k Qaiinam u
npunTepam". JlaHHasg (yHKIOMS 3aKpbiTa MO YMOJYaHHUIO, OAHAKO HEKOTOpBIE I0JIb30BaTENN
AaKTUBUPYIOT €€ 7151 yA00CTBa MCIOJIb30BaHus B paboTe win yyeoe;

4. He ucnionw3yii myonumunbiii WI-FI 11 nepenauu TUYHBIX TaHHBIX, HATPUMED JIJIS1 BBIXO1a
B COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonb3yii Tosbko 3antuiieHHoe coenunenne yepe3 HTTPS, ane HTTP, T.e. mpu HaGope
BeO-anpeca BBoau uMeHHO "https://";

6. B moOuinpHOM Tenedone orkimroun Gynknuto "Tloakmrouenue k Wi-Fi aBTomarnaecku'.
He nomyckait aBToMmaTndeckoro noakitodeHus ycrpoiicrtsa k cersm Wi-Fi 6e3 TBoero cormacusi.

CouuajibHble ceTH

ConmanbHbIE CETH aKTUBHO BXOJAAT B HAIYy >KU3Hb, MHOTHE JIIOAM pabOTAIOT U )KUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MMIUIMAp] YEJNOBEK, YTO SIBJISETCA OJHOU
CeIbMOM BCEX JKUTENIeH IIaHeThl. MHOTHE MOJBb30BATEIM HE MOHMMAIOT, YTO WH(pOpMAIHs,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HalJJeHa M UCIOJIb30BaHa KEM YIOJHO, B
TOM YHCJIEe HE 00s13aTEeNIBHO C OJIariMHU HaMEepPEHHUSMHU.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH B COLIUANIBHBIX CETAX:

1. Orpanuub cIUCOK Jipy3eit. Y Te0s B Ipy3bsiX HE JOKHO OBITh CITyYalHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amMIai cBOIO YaCTHYIO JKM3Hb. He yka3piBail mapou, TenedoHsbl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTyIO JIMYHYI HH(OpMAaIHio. 37I0yMBIIIJIEHHUKA MOTYT HCIOJb30BaTh Jaxe
MH(}OpPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE IPOBECTH KAaHUKYJIbI;

3. 3amumiaii CBOO peryTaluio - Aep>KU €€ B YUCTOTE U 3a7aBail cebe BOIpOC: XOTel Obl Thl,
YyTOOBI JApYyrue IMOoJb30BaTeNM BHUJAEIH, YTO Thl 3arpyxaemb? I[lomymail, nmpexae dem 4To-TO
OIyOJMKOBATh, HANUCATD U 3aTPY3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOJIbMH, KOTOPBIX HE 3HACIlb, HE UCII0JIb3YH CBOE PEAJIbHOE UMS U
JPYTYI0 JTUYHYIO HH(OPMALMU: UMsI, MECTO JKUTENILCTBA, MECTO yueObl U IPOYee;

5. U36eraii pazmemenus gororpaduit B Untepuere, rue Tol ©1300pakeH Ha MECTHOCTHU, 110
KOTOPOU MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanuu B COLMAIbHOM CETH HEOOXOJHMMO HCIIOJIb30BATH CIIOKHBIE MApOJIH,
cocrosuIre u3 OykB U (P U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

7. st couManbHOM CETH, TOYTHI M JPYTUX CAWTOB HEOOXOJMMO HCIIONBh30BaTh Pa3HbIC
naposu. Toraa ecnu Te0s B3JIOMAKOT, TO 3J0YMBIIUIEHHUKH MOIYyYaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE NeHbIH

OJNEeKTPOHHbIE JIEHBI'M - ATO OYEHb YJOOHBIM crmoco0 IuiaTtexeil, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIECHBIH.

ONEKTPOHHbIE JEHbIU MOSBUIUCH COBCEM HEIABHO U MMEHHO HM3-3a ATOIO0 BO MHOTHX
rocy/apcTBax [0 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QyHKUHOHUPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, IJI€ UX Pa3JesioT
Ha HECKOJIBKO BUJIOB - AaHOHUMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH oOmepanuu 0e3 HIeHTU(UKALKUK [O0J]b30BaTeNns, a B
HEaHOHUMHBIX HJIEHTH(UKALNS T0Ib30BATEINS ABISETCS 0053aTEbHOM.

Takxke cienyer paznuyarh 3JEKTPOHHbIE (UATHbIE IEHbI'M (paBHBI TOCYJApPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYAPCTBEHHBIM BAJTIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbIAMU:

1. puBsoku Kk cuery MOOWIBHBIA TenedoH. DTo camblil YJOOHBIH U OBICTPBIA crOCOO
BOCCTAHOBUTBH JIOCTYNl K cueTy. llpuBszanHblii TenedoH MOMOXKET, eciau 3al0yaenib CBOMN
IUTATEXKHBINA NTApOJIb UIIU 3aiACIIb HA CAUT C HE3HAKOMOT'O yCTPOMCTBA;

2. Ucnonw3yii omHOopa3oBeie maposn. [locne nmepexosa Ha YCUIIEHHYIO aBTOPHU3alui0 Te0e
y’Ke He OyJIeT yrpokaTh OMACHOCTh KpakM WJIM NepexBaTa IJIaTeXHOro MapoJs;

3. Boibepu crnoxHbii naposis. [IpecTynHukam OyneT He IPOCTO yrajaaTh CIOXKHbBIN Mapoib.
HanexHsle maponu - 3TO mapoiiu, KOTOpbIE COJepKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B cels



CTPOYHBIE U MPONUCHBIE OYKBBI, HIU(PHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK JI0Ju1apa, pyHTa,
BOCKJIMIIATEIbHBINA 3HAK U T.I. Harmpumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JAaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.

DJIeKTPOHHAS MMOYTA

DJNEKTPOHHAs 10YTa - 3TO TEXHOJOTHUS U IMPENOCTABISEMbIE €10 YCIYTU IO NEPEChUIKE U
MOJIyYEHUIO SJEKTPOHHBIX COOOILIECHUI, KOTOpbIE paCHpeleNaioTCsl B KOMIIBIOTEPHOH CETH.
O0b1yHO AJIEKTPOHHBIN IIOYTOBBIA  SLIMK  BBIMJISAUT CJIEYIOIIUM obpazom:
UMs_TIOJIb30BaTeNIA(@UMs_JoMeHa. Takke KpoMme Tepeladyd MpPOCTOro TEeKCTa, HMeeTCs
BO3MOXKHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM pabOoTe C AJCKTPOHHOM MTOYTOM:

1. Hano BeIOpaTh mpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIydlle TOBEPATHh TE€M, KOTO 3HACUIb M KTO NEPBbIN B
pEUTHUHrE;

2. He yka3piBaii B JUYHOW mModyTe JHYHYI0 uHGopmaruio. Hanpumep, Jrydine BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" nimu "pok2013" BmMecTo "Temal3";

3. Wcnoinp3yil ABYX3TAlHYI0 aBTOPH3aLMI0. JTO KOrja MOMHUMO MapoJisi HY’KHO BBOJIUTH
KO/, IpUChLIaeMbIil 1o SMS;

4. BpiOepu ClOXHBIH Taposib. s KaXI0TO MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HaJEKHbIM, yCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecau ecTh BO3MOXHOCTh HAamucaTh CaMOMY CBOM JIMYHBIM BONPOC, MCHOJIb3YH 3Ty
BO3MO>KHOCTb;

6. HMcnonb3yll HECKOJIbKO NOYTOBBIX AMMKOB. I[lepBblii UIsi 4acTHOM NEPENUCKUA C
azpecaTamMH, KOTOPBIM Thl JOBEpsAECLIb. JTO 3JIEKTPOHHBIM aJpec HE HaJ0 HUCIOJIb30BaTh IpU
peructpanuu Ha popymax U caTax;

7. He oTkphIBaii (ailyibl 1 Ipyrue BIOKCHHS B TIHUChMaX, JIa)Ke €CIIM OHH MPUIILTH OT TBOUX
npysei. Jlydille yTouHH y HUX, OTHPABIISUIN JIU OHU Tebe 3T (aiiibl;

8. Ilocne okoHuaHUs pabOTHl HA IOYTOBOM CEPBUCE IEPE 3aKPHITUEM BKJIAJKU C CAHTOM
He 3a0y/1p HakaTh Ha "Beriitu".

Ku6epOy/uInHT WM BUPTYaJIbHOE M3/1€BaTEJIbCTBO

KuGepOynuHr - npecienoBaHue COOOIMICHUSIMHU, COACPKAIIUMU OCKOPOJIEHHS, arpeccHIo,
3aIyTUBaHNUe; XyJIUTaHCTBO; COIIMAIbHOE OOWKOTHPOBAHUE C MOMOIIBIO PA3IMYHBIX HMHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 OOPBLOE ¢ KNOEPOYIITUHIOM:

1. He 6pocaiics B 00if. JIyummii cnoco0: mocoBeToBaThcs Kak cedst BECTH U, €CIIM HET TOTO,
K KOMY MOXHO OOpaTUTbCA, TO BHauaje YCHOKOMTbcA. EcnM Thl HauHemb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle 0O0JIbIle pa30xKelllb KOH(IUKT;

2. Yopasinaii cBoeil kubeppenyTaiuei;

3. AHOHUMHOCTb B ceTH MHHMas. CyIIecTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOMUT 32
AQHOHMMHBIM aKKayHTOM;

4. He crout BecTH XyJIMTaHCKHM 00pa3 BUPTyaiabHOH kHU3HU. VIHTEpHET (UKCUpPYET Bce
TBOU JIEUCTBUS U COXPAHSET UX. Y JAIUTh UX OYyJeT KpaltHe 3aTpyAHUTEIBHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIOJNY;

6. Urnopupyit enuHuuHbIil HeratuB. OHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHUS JTyUlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMU, B COIMATIBHBIX
CeTSAX €CTh BO3MOXXHOCTh OJIOKUPOBKHU OTIPABKU COOOILICHUH C ONPEETICHHbIX a/IpeCOB;

8. Ecmu T1b1 cBugerens kubepOymimHra. TBOM JEHCTBUS: BBICTYIUTh IPOTUB
IIpeciIe10BaTeNs, MoKa3aTh €My, YTO €ro ACWCTBHs OLEHUBAIOTCA HETATUBHO, IOAJEP)KaTh
KEPTBY, KOTOPOU Hy»Ha IICUXOJIOTMUYECKas IOMOILb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOIO
MIOBE/ICHUS B CETH.

MoouabHbI Te1edoH

CoBpemeHHbIe cMapT(OHBI U IJIAHIIETHI COAEPKaT B ceOe BIIOJIHE B3POCIbIi (PyHKIIMOHA,
U Tenepb OHM MOTYT KOHKYPHpPOBaTh CO CTAallMOHAPHBIMU KoMIbioTepamu. OIHaKo, CpelcTB



3aIUTHI 15 TOAOOHBIX YCTPOWUCTB MOKa 04€Hb Majo. TecTupoBaHUe U MOUCK YA3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To ke camoe kacaeTcsi 1 MOOUIIbHBIX MPHIIOKEHHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3ephl YK€ MPAKTUYECKU JOTHAJIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacmupeHre (yHKIMOHANA BJeYeT 3a CO0O0i OOJBIIYI0 CIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlanexko He Bce NMPOM3BOJUTENM BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOLIUE KPUTHUYECKHUE
YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJ1s1 0€3011aCHOCTH MOOMIIBHOTO Telle(oHa:

Huuero ne siBnsiercss mo-HacTosiieMy OecriaTHBIM. Bynb ocToposkeH, Belb Korja Tede
IpeUIaratoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IUIATHBIE YCIYTH;

Hymaii, npexxae yem oTnpaBuTh SMS, ¢hoto wiu Buaeo. Thl TOUHO 3HACIIb, I71€ OHU OYIyT
B KOHEYHOM HUTOre?

Heo6x0a1Mo0 0OHOBIIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Vcnonb3yit aHTUBHUPYCHBIE TPOrPaMMBbI 1151 MOOUJIBHBIX TeNIE(OHOB;

He 3arpyxail nmpuiokeHHs OT HEHU3BECTHOI'O HCTOYHHMKA, BEIb OHM MOTYT COJEpPXKaTh
BPEIOHOCHOE NTPOrpaMMHOE 00€ecIIeYeHue;

[Tocne Toro Kak ThI BBIMIEIIb C calTa, I7I€ BBOAWI JHYHYIO HWH(POpMANMIO, 3aliu B
HaCTPOMKH Opay3epa u ynaiau cookies;

[Tepuoanuecku nmpoBepsii, KaKUe IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOMIJIBHOTO Tejae(oHa TOJNBKO JIOASIM, KOTOPHIX Thl 3HACIIbL U KOMY
JIOBEpsiCLIb;

Bluetooth gomkeH ObITh BBIKIIOYEH, KOTJa Thl UM He mosb3yelibes. He 3a0biBaii nHOrIA
IIPOBEPSTH 3TO.

Online urpwui

CoBpeMeHHbIE OHJIAWH-UTPBl - OTO KPAaCOYHbIE, 3aXBaTbIBAIOLIME pPa3BJICUCHUS,
00BEeIMHSAIOINE COTHHU THICSY YENIOBEK IO BceMy MHpY. VIpoKu HcCleayloT AaHHBIH UM MUp,
00LIat0TCs IPYT C APYIOM, BBIIOJHSAIOT 33JaHUsl, CPAXKAIOTCSA C MOHCTPAaMHU U MOJIYyYaroT OIBIT. 3a
yI0BOJIBCTBUE OHM IUIATAT: MOKYMIAIOT JUCK, OIJIAYUBAIOT ADOHEMEHT WM NPHOOpEeTaroT Kakue-
TO OIILUHU.

Bce 31 cpencTBa uIyT Ha MOAJIEpKaHUE M Pa3BUTHE UTPBI, a TAK)KE HAa caMy 0€30I1aCHOCTb:
COBEPILEHCTBYIOTCSI CHCTEMbI aBTOPHU3AIIMH, BBITYCKAIOTCSI HOBBbIC MaTuu (IHQPOBBIE 3aILUIaTKU
JUIS IPOTPaMM), 3aKpbIBAOTCS ySI3BUMOCTH CEPBEPOB.

B nonoOHBIX Wrpax CTOMT omacaTbCsi HE CTONBKO CBOMX CONEPHUKOB, CKOJBKO KpPaXKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA UTD.

OcCHOBHBIE COBETHI 110 O€30MMACHOCTH TBOETO UTPOBOI'0 aKKAyHTa!

1. Eciiu npyroit Urpok BesieT ceds MI0X0 WK CO3/aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Iloxanyiicss afMUHUCTPATOpaM UIPhI Ha IIJIOXO€ MOBEIEHUE ITOTO UTPOKa, )KEIATEIBHO
MPUIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

3. He yxa3bIBaii Tn4yHyI0 HHPOPMALIUIO B Tpodaiine urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouIIHaIbHbBIE TATYH U MOJIBI;

6. Mcnonp3y# ClI0KHBIE U pa3HbIe MapoJy;

7. Jlaxxe BO BpeMs UIPBl HE CTOMT OTKJIIOYaTh aHTUBHpyC. [loka Tel Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIYHOM KpaXkel JeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIUBHUIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJIEHHUKN [EPEMECTUIINCh B HMHTEPHET, W IPOJOJIKAIOT
3aHUMAaTbCA "JTFOOUMBIM" JI€JIOM.

Tak mosiBUJIach HOBasi yrpo3a: MHTEPHET-MOILICHHWYECTBAa WM (DUILMHT, IJIaBHAS LENb
KOTOPOTO COCTOUT B MOJNYyYEHUU KOHQUACHIMAIbHBIX JaHHBIX MOJb30BaTeNed - JIOTMHOB U
naposieii. Ha anrnuiickom si3pike phishing unraercs kak ¢ummar (ot fishing - peiOHas noBins,
password - mapois).

OcHOBHBIE COBETHI IO 60pbOE ¢ HYUITMHTOM:



1. Cnenu 3a cBOoMM akkayHTOM. Eciu ThI mojio3peBaeliib, 4To TBOsI aHKETa Oblia B3JI0MaHa,
TO HEOOXOAMMO 3a0JIOKMPOBATh €€ U COOOITUTh aJMUHUCTPATOpaM pecypca 00 ’TOM KaK MOXKHO
CKOpEE;

2. HUcnonb3yit 6e30macHbie BEO-CAlThI, B TOM YHCIJI€, HHTEPHET-Mara3uHOB M MOUCKOBBIX
CHUCTEM;

3. Ucnonb3yii crnokHble M pa3Hble mapoiu. Takum oOpa3om, eciu TeOs B3JIOMAlOT, TO
37I0YMBIIIICHHUKH MOJyYaT AOCTYI TOJBKO K OJTHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMaIH, TO HEOOXOAMMO IPEIYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
no6aBiieHbl y TeOs B IpYy3bsIX, O TOM, YTO T€Os B3JIOMAJIA U, BO3MOXHO, OT TBOETO MMEHHU OyIeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBBIE CAlTHI;

5. Ycranosu HaznexHbli naposb (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIII0YM coOXpaHEHHe MMapoJisi B Opaysepe;

7. He oTkpbIBaii ¢ailiibl 1 Ipyrue BIOKCHHS B IChMAX, a)Ke €CIIM OHH MPUIILTH OT TBOUX
npy3ei. Jlydille yTouHU y HUX, OTHPABIISUIA JIU OHU TeOe 3TH (paiibl.

Hudposas penyranus

[Mudposast penyTtanus - 3TO HEraTMBHAas WM MO3UTHBHAs HH(OpManus B ceTu o Tele.
Komnpomerupyromass nHbopmanus, pasMelIeHHas B MHTEPHETE, MOXKET Cephe3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOW xu3HU. "lludpoBas pemyranus" - 3TO TBOH MUMHIK, KOTOPBIN
dopmupyercs u3 nHGOpMaIK O TeOe B MHTEPHETE.

TBOE MecTo KHUTENbCTBA, Y4eObl, TBOE PUHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue moapoCTKU JIETKOMBICJICHHO OTHOCSTCS K MyOJNMKAaIlMM JTUYHON HH(POpMAIUH B
WuTepHere, HE TOHUMAsi BO3MOKHBIX MOCeICTBUM. ThI 1aXe HE CMOKEIIb JOTaAaThCs O TOM, YTO
dororpacdus, pasmenieHHas 5 JeT Ha3all, cTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienne TBoux ¢ortorpaduii U qpyrue JeicTBUsS MOTYT HE UCUE3HYTh
Jake MOCcJie TOT0, KaK Thl UX yIaiuilb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty UH(OpMaIIHIO, Tonaia
JU OHA B IOMCKOBBIE CHCTEMbl M COXpaHWJIACh JIM OHA, a IJIABHOE: YTO IMOAYyMalT O Tebe
OKPYXAaroIIKe JII0JIM, KOTOPhIe HAWIYT M yBUAAT 3T0. Hailtu uHpOpMAIMIO MHOTO JIET CITyCTS
CMOXET JIF000H - KaK U3 JOOPBIX MOOYKICHNUH, TaK U C HAMEPEHUEM NPUYNHUTH BPE. ITO MOXKET
OBITH KTO YT'OJHO.

OcCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON permyTauu:

1. Ilomgymaii, mpexxae 4em 4TO-TO IMyOJIMKOBaTh W IepenaBaTh y ceOs B Oiore Wiau B
COIIMATLHOM CETH,

2. B Hactpoiikax mpo¢wis yCTaHOBH OIpaHMUYEHMs Ha MPOCMOTP TBOETO MPOQUIISL U €ro
COJIEP’)KUMOT0, ClIeNIall €ro TOJIbKO "uist Ipy3en';

3. He pa3memaii u He yka3blBail HHPOPMALIUIO, KOTOPast MOXKET KOTr0-TM00 OCKOPOIATh WK
0o0MXaThb.

ABTOpCKOE MIPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTHUBHBIE MOJIb30BaTENN LU(PpoBOro mpocrpancTsa. OgHAKO
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAaHUE MHOI'MMH BO3MOXHOCTSIMH LIM(POBOTro Mupa Tpedyer
coOI0IeHHSI TPaB HAa MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepmMuH "MHTeNJIEKTyalbHas COOCTBEHHOCTh"' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pPETEHUI U 3HAKOB, 0003HAYaIOIINX COOCTBEHHOCTh
Ha TpPOAYKTHl M YCIyrd, M 3aKaHuMBasg KHHUramu, QortorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU IPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO IpaBa HA WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAYyKH, JINTEPaTypbl U UCKyCCTBA. ABTOPCKHE MTpaBa BHICTYNAIOT B KAYECTBE rapaHTHH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HEe OyJeT HampacHbIM, JacT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYyYUTh U3BECTHOCTb U MpPU3HAHHUE.
Huxkro 6e3 paszpernieHust aBTopa HE MOKET BOCIIPOM3BOIUTH €TI0 POU3BEACHUE, PACTIPOCTPAHSTh,
nyOJMYHO JIEMOHCTPUPOBATh, MpOAaBaTh, HUMIIOPTUPOBATH, IYCKaTb B IPOKaT, MyOJIUYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO 0OECTICUeHHsI MOKET MPUBECTH K MHOTHUM
pHCKaM: OT TMOTEpPH JaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKHPOBKHM TBOETO YCTPOMCTBA, IJi€



yCTaHOBJIEHA HeJeranbHas mporpamma. He cTouT Taxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAIbHbIE
u OecrulaTHbIE IPOrPaMMBbl, KOTOPbIE MOYKHO HalTH B CETH.

O nopraJe

CeteBnuoK.p¢ - TBOH IN1aBHBIN COBETUYHK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O O€30M1aCHOCTH
B CETH NOHATHBIM U JIOCTYNHBIM S3BIKOM, a MpPHU BO3HUKHOBCHMM KPUTHYECKOW CHUTyalluu
00paTUThCS 32 COBETOM. A TakKe NPUHATH yyacTHe B KOHKYpCax U CTaTh CaMbIM LU(POBBIM
rpaxxaaHuHOM !




